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Abstract— Internet of Things (IoT) enhances the global 
connectivity to all the remote sensing devices. It enables the 
connectivity of communication and processing the real-time 
data that has been collected from an enormous number of 
connected sensing devices. There is an increase in the IoT 
technology that leads to various malicious attacks. It is more 
important to overcome the malicious attacks, mainly to stop 
attackers or intruders from taking all the control of devices. 
Ensuring the safety and accuracy of the sensing devices is a 
serious task. It is very much important to enabling the 
authenticity and integrity to obtain the safety of the devices. 
Dynamic tree chaining, Geometric star chaining and Onion 
encryption are the three solutions that has been proposed in this 
project for in order to enable authenticity and integrity with 
information hiding for secure communication. The simulation 
results are driven displays that the proposed system is very 
stable and much better than other existing solution in means of 
security, space and time. 
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I. INTRODUCTION 
Internet of things becoming more familiar in recent 

years as it can connect and make smart of any devices 
through the internet. This article demonstrates the overall 
aspects and challenges in the internet of things as it can 
connect any devices. Identities and virtual personalities 
having things that operate by connecting all the smart 
devices [1-3]. Internet and Things are the two classifiers 
that can be split from the term IoT. Frequently used 
TCP/IP has not been properly analyzed in the IoT [2-4]. 
Around us, around the world, there are enormous amounts 
of Smart devices that have been connected with the 
internet. The evolution of sensors, RFID based sensors 
connected with the Internet brings us the Internet of 
Things. Collection of data’s can be carried out by the smart 
devices that are connected with the Internet [5]. The 
difficult task of Ubiquitous computing has become easier 
due to the computation and speed of the computer [6]. The 
data that are collected and stored are to be secured [8]. 
Nowadays IoT has been developing everywhere around 

the globe. But there are various security flaws behind this 
IoT. 

   To maintain IoT security, various IoT techniques and 
strategies have been proposed. Moreover, along with the 
development of IoT, its security measures have also to be 
upgraded. The development of IoT is developing at an 
enormous speed that upgrades the static internet to future 
internet. This revolution in IoT and the Internet will 
completely change the people's way, their work, and their 
life. Consider and imagine every object in the human's 
hand is connected through the internet from the wallet to 
watch as it can easily be monitored if it gets stolen.  

    These sensing data somehow has to be stored in the 
cloud or some other storage environment. Ensuring its 
authenticity, integrity and security of the data is a difficult 
task [15-17]. Sometimes these data can be interrupted, 
modified or can be altered and stolen by the intruders [18]. 
Without security, authenticity, and integrity the data 
cannot be used later for medical purposes or some other 
important decision-making purposes. As it may result in 
the loss of human life or some other economic failure. So 
ensuring authenticity and integrity is a major important 
task. 

The main aim of is to ensure the drawbacks that relates 
with the security, its authentication issue and to obtain 
upgradable security solutions. Here this paper also 
examines IoT data communication with Dynamic tree 
chaining, Geometric star chaining, and Onion encryption 
as it provides reliable and uninterrupted secure 
communication. 

II. RELATED WORKS 
Nowadays everywhere in the field of computer security, 

the Digital signature is used to ensure the data security, data 
integrity and data authenticity. But there are no proper systems 
that enables the proper security that have been specified below. 

978-1-7281-4142-8/$31.00 ©2020 IEEE

20
20

 I
nt

er
na

tio
na

l C
on

fe
re

nc
e 

on
 E

m
er

gi
ng

 T
re

nd
s 

in
 I

nf
or

m
at

io
n 

T
ec

hn
ol

og
y 

an
d 

E
ng

in
ee

ri
ng

 (
ic

-E
T

IT
E

) 
97

8-
1-

72
81

-4
14

2-
8/

20
/$

31
.0

0 
©

20
20

 I
E

E
E

 1
0.

11
09

/ic
-E

T
IT

E
47

90
3.

20
20

.1
75



2020 International Conference on Emerging Trends in Information Technology and Engineering (ic-ETITE) 
 

     2 
 

The Public-key cryptography are much slower when 
compared to symmetric key. [10]. Using Hash chaining [9] 
O(m) to O(1) the buffer space complexity will be reduced. 
Here only first message is signed in hash chaining signature 
scheme. Moreover, due to partial data retrieval when some 
events are dropped, hash chaining fails. 

Some of the other methods relevant to the point stated 
above are discussed below: 

A new technique has been proposed by Challa et al. [7]. 
ElGamal type elliptic curve cryptography (ECC) scheme has 
been used here and in the IoT network, it provides 
authentication among communicating entities. More 
computation cost is required. 

        Wazid et al. [11] proposed a three-factor 
authentication that is a new secure lightweight scheme called 
as user authenticated key management protocol (UAKMP).  
The user personal biometrics of user , smart card of user  and 
password  are the three factors used in UAKMP. Only 
cryptographic hash function has been used as it is very efficient 
and also uses symmetric encryption and decryption. More 
computation cost and more Verification time have been 
required in this technique. 

          A new lightweight RFID mutual authentication 
scheme has been proposed by Fan W. Jiang et al. [13] that have 
used in a medical context. Useful can be processed by RFID 
tags in the system. High communication cost and is required in 
this technique. 

         The Dancing Signals (TDS) a new protocol for 
mobile devices have been proposed by Xi1 et al. [14]. Among 
all the legitimate devices the  channel state information 
(CSI)has been used to be the common secret. The main 
drawback is the high error rate and man in middle attack.  

III. DESIGN GOALS 

A. System Model 
In the cloud based data service system there are four 

entities the IoT devices, the cloud server, the sensing data, 
and the data applications that are to be considered in this work 
that has been shown in Fig. 1. Resource-constraint devices 
are IoT devices in which the sensing data’s has been 
generated. These may be in limited memory, may have less 
power resources, and lesser computation. Data storage to the 
clients and data access to the data applications has been 
offered by the Cloud Server. All those cloud servers are third 
party servers. The software systems indicates the Data 
applications in which the request has been generated for the 
sensing data’s in order to examine the verification or 
validation process. Important data can be fetched by the 
application in order to make appropriate decisions. The 
Trusted entities are the IoT devices and the data applications 

in our system model. Through coordinators, in the cloud 
server all the IoT devices can sense and upload the data. The 
generated sensing data using IoT devices are signed and 
encrypted over the outsourced data in order to enable 
authenticity and information hiding in remote data integrity. 
In remote data integrity, by data applications the  information 
hiding and the authenticity has to be verified, in order to 
prevent  data corruption by transmission failures, intruders, 
transmission failures. 

B. Data Model 
 The event data and time series data and are the IoT sensing 
data [23]. For every fixed time period, by each device it 
generates a time series data such as 1 second. Used in order to 
monitor tasks that may be a temperature reports or other health 
reports. Event data are generated such as human appearing in 
a smart camera.  

C. Threat Model and Security Definitions 
The data applications and outsourced data are stored and 

managed by cloud server in our model. Moreover, cloud 
storage is not trusty as it can provide irrelevant results to the 
applications. The main objective is to provide that the cloud 
provides accurate results to the applications.   

In this work, some of the below security threatens has to be 
considered. 

1) Data corruption: The outsourced data is corrupted  
in this. It may provide the result wrongly. The adversaries 
may be the outside attackers. 

2) Incorrect results : In the cloud it does not process  
the complete input, rather it enhances a simultaneous partial 
output as it enables a incorrect results.    

D. Design Objectives 
In order to obtain the IoT devices to verify the authenticity 
and integrity for secure communication is the ultimate 
goal. In case of device compromises it enhances the use of 
the private key. In order to boost the secure 
communication special hardware are not provided[24]. 

 

Fig. 1. Representation of proposed system 
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IV. VERIFIABLE COMPUTATION FOR PROPOSED 
MODEL 

The unstoppable growth of IoT requires cloud in order to 
store the sensing data. It it very necessary to check with the 
cost related issues. But the DTC, GSC and Onion encryption 
enhances the low cost process. 

A. Sampling Protocol Design 
The coordinator is the new entity introduced by the 

sampling protocol in the network model. Software is one of 
the coordinators that resides among cloud and sensing 
devices. In server or the hub of IoT a coordinator can be 
installed. It enhances communication among all the sensing 
devices and temporarily buffers the IoT data sample. 

     In the coordinator and sensing device there will be two 
algorithms that have been used. 

Algorithm 1: In Round j SP at Sensing Device k 
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1) Sensing Device: Initially it first computes numeric 

interval {Si} after receiving a new event e, that h(e) falls in, 
where the uniform random hashing function is h(·) and %x : 
0 � h(x) � 1. Let lk

i be a local counter for Si at device k. Own 
local counters has been managed by the coordinator and the 
sensor. In order to audit the coordinator, the local counters 
are used when h(e) � Si. Event e will be forwarded to the 
coordinator by the device, if i � j, which implies h(e) � 2�j. 
Then sensing device signs both counters and sampled events 
that are maintains at the end of each epoch. The pseudo-code 
for the sensing device sampling protocol is Algorithm 1. 

2) Coordinator: All the queues {Qk
i} has been 

maintained by the coordinator, that may corresponds to one 
numerical interval in {Si}. The coordinator first computes i 
when receiving an event e, so h(e) � Si, that is to be carried 
out by comparison of i and j. Event e is discarded, in the case 
of i< j , else it will be buffered at queue Qk

i that will be 
followed by updating both the counter associated with global 
counter g and the numerical interval Si. Now, all event queues 
that are associated with Si will be discarded, when the value 
of the global counter g exceeds the budget limit B, the global 
counter will be updated and sampling protocol processes with 
the next round j � j + 1. The newest round j will be promoted 
by the coordinator. B + 1 events all the time will be buffered 
by the coordinator that has been evident. The pseudo-code is 
the Algorithm 2 for the coordinator part. 

Algorithm 2 : In Round j SP at the Coordinator   
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B. Signature Schemes 
In order to validate and verify data integrity and data 

authenticity, the digital signature is widely used. Moreover, no 
existing schemes provide better security. In this paper, two 
new signature schemes are used. 

1) Dynamic Tree Chaining (DTC): A new technique  
that is determined to be the tree chaining. It represents the 
binary authentication tree that the digest of each event id one 
of its leaf node. the internal node value will be computed to be 
the hash of its two children. The parent of D1, D2 is D12, so 
D12 = H(D1 || D2), hence message digest function is termed 
as H(·). So, D14 = H(D12 || D34), D18 = H(D14 || D58). 
Hence all the roots will be summarized. With epochID the 
block digest is appended. In order to create block signature it 
is then signed by the private key.  

D’3 = H(e3) will be computed by the receiver, that is in 
order of D’34 = H(D’3 || D4), D’14 = H(D12 || D’34), D’18 = H(D’14 
|| H48). If decrypted block signature equal D’18, event e3 is 
verified. 

2) Geometric Star Chaining (GSC): This technique is  
one of the more secured way of communication technique. It 
is somewhat more secured when compared with the other 
existing systems. Events are in geometric distribution. Here 
successful numerical integer has been defined {Si} hence Si 
{x � R : 2�i�1 < x � 2�i , i � N. In {Si} the sensing device 
computes the numeric interval after receiving a new event e. 

 Identify that the event in the same block cannot be 
retrieved back. For one message block one digest has been 
computed. 
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C. Onion Encryption and Decryption 

It is a data structure. Here, Encryption holds promise in 
addressing all these avenues of attack. Onion encryption 
protects and hides sensing data from IoT device to cloud 
storage. Fig. 2 mentions these onions have different layers 
each encrypted by using same key to reduce computational 
cost. At the end of each epoch, the encryption of sampled 
events is computed in a layered way with the symmetric key 
of Ks. 

The encrypted onion part is generated by 
                            m = OKs (e)                                          (1) 

The encrypted onion part is updated by 
                    Cipher text,  C= OKs (m)                               (2) 

    For decryption, removes one by one layer on the top of the 
encrypted onion by using same symmetric key of Ks, and 
continues the full data reached. 
 
 
 
 
 
 
 
Fig. 2. Onion Encryption model 

D. Data Retrieval 
For most IoT applications, the sampled data are clear and 

easy [19]. For some fraction of events some intimation has 
been obtained from the cloud.  The secured verifiable 
authenticity, integrity and security is provided by the GSC. 
        At first the data application notices the maximum 
number of events to be received. Next it sends it to the cloud 
storage. The sampling protocol will be  compatible to the 
GSC and DTC. GSC is a normal cost efficient security 
process. Some modifications are to be required in DTC. As 
both enhances its security measures. 

V. PERFORMANCE ANALYSIS 

In this simulation, fix the budget limit to 100 events in 
this micro-scale experiment. The two lines in Fig. 5 represent 
the number of events sent to the coordinator by all the 7 
sensing devices and monitored at all sensing devices, 
respectively. The two lines vary against time in one day. 
Initially, the number of events is the same for the two lines. 
It is worth mentioning that the total number of events sent to 
the coordinator grows slower with the time, which is a 
desirable property since the communication cost stays low 
even if much more events are monitored. This simulation 
experiment, to some extent, validates the theoretical analysis 
on the communication cost in which the communication cost 
only grows logarithmically. 

 
Fig. 3. One-day micro-scale exp 

 Next, process on how many events recides on the 
cloud. Mention the different storage of data in the cloud. Fig. 
6 mentions that it uses 75% in avarage. Here the sampling 
protocol get worked correctly. 

 

Fig. 4. Events saved in the cloud  

 The overall comparison of the performance of the 
verifyer and the signer in DTC and the GSC is analysed in 
Fig. 7. Here GSC runs at the very maximum speed. 

 

Fig. 5. Throughput comparison  

VI. CONCLUSION 

Here the practical problem of outsourcing the outsourced 
cloud data has been examined. To fulfill the requirements, 
enhancement in the security, authenticity and integrity has 
been proposed and examines that the existing solution does 
not provides security to the mark. Besides, the information 
hiding in remote data integrity is still able to be efficiently 
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executed using onion encryption. Also, our scheme meets the 
requirements in order to sample the data from all the IoT 
devices and the data to be stored in the cloud. The 
performance evaluation prove and shows that proposed 
scheme is more secure and is efficient. 
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